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(54) COMMUNICATION EQUIPMENT 

(57)Abstract: 

PURPOSE: To prevent the deterioration in the security of a ciphering 
algorithm resulting from a fact that a head part of an original is generally 
at a white level by revising a CBC initial value with a prescribed 
arithmetic operation using number of times of communication for its 
factor. 

CONSTITUTION: An initial setting value IV of CBC ciphering codes in 
64-bits decided for each communication opposite party in the case of 
transmission is read from a RAM in a control section 1 comprising a 
microcomputer or the like. A read section 1 1 provided with a scanner 
reads a transmission original, and ciphering is applied to each block at a 
head of signals coded by an image processing section 12 by using the 
initial setting value IV. Ciphering is applied to EXOR processing between 
succeeding blocks and, e.g. a ciphered text of one-preceding 
transmission. When the communication is finished, an arithmetic 
operation of adding, e.g. 1 to the present initial setting value IV and the 
content of the RAM is rewritten. The result is used for a new initial 
setting value IV as an understanding with each communication opposite 
party. 
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